If you can do without the device, Do Not Take It!

Do not leave electronic devices unattended. Do
not transport them (or anything valuable) in your
checked baggage. Shield passwords from view.
Avoid Wi-Fi networks if you can. In some countries
they are controlled by security services; in all cases
they are insecure.

Sanitize your laptop, telephone,
& PDA, prior to travel and ensure
no sensitive contact, research, or
personal data is on them. Back-
up all information you take and
leave that at home. If feasible,
use a different phone and a new
email account while traveling.

Use up-to-date protections for antivirus, spyware,
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drives given to you — they may be compromised.

Clear your browser
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Our country will be judged by the impression you
make. As an American abroad, you serve as a
spokesperson for the United States.

Additional travel security tips and country threat
assessments are available from the FBI upon
request.
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Did You
Know?

Groups of
children and
teens may
swarm you
and forcibly
steal your
personal
belongings.



Familiarize yourself with local laws and customs

in the areas you plan to travel. You are expected to
obey their laws, which may include dress standards,
photography restrictions, telecommunication
restrictions, curfews, etc.

Plan your wardrobe

so that it does

not offend the

locals, nor

draw unwanted

attention

to yourself.

Americans are

perceived as

wealthy and are

targeted for pick

pocketing and other crimes. Do not wear expensive-
looking jewelry and avoid wearing American team
sports shirts or baseball caps that might indicate you
are an American.

Make copies of your passport, airplane ticket,
driver’s license, and credit cards  that you take with
you. Keep one copy at home; carry a second copy




